Abstract. The growth of local data annually implies extra charges for the customers, which makes their business slowing down. Cloud computing paradigm comes with new technologies that offer a very economic and cost-effective solution, but the organizations are slow in accepting it due to security issues and challenges associated with it. Security is one of the major issues which hamper the growth of cloud and it is highly crucial to protect the sensitive data and systems in the cloud setting in order to ensure the privacy of its users. This work explores the new directions in cloud computing security, while highlighting the correct selection of these fundamental technologies from cryptographic point of view.
Introduction
Cloud computing is becoming increasingly a magical solution and a widely adopted technology for delivering services over the Internet, such as infrastructure, platform or software with a reasonable and more and more decreasing cost for the users. However, cloud computing is still in its initial stage [1] . The lack of standards, the security and the interoperability issues hamper the growth of cloud computing [2, 3] . Thus, the choice of clouds made by companies is usually based on the quality of services, but measuring the quality of cloud providers' approach to security is difficult because many cloud providers will not expose their infrastructure to customers. Therefore, the security is an important factor that should be taken into account by cloud service providers.
Before making the transfer of the data towards Cloud, the company owes classify them and choose Cloud adapted according to the following categories.
For that, the organizations and individuals are very anxious about how security can be guaranteed in the new cloud environment. Moreover, enterprises and individuals have strong constraints on hosting their sensitive data and critical applications on clouds.
So, the biggest challenge in cloud computing is to successfully address the security issues associated with their deployment [4, 5] , and to provide evidence to their customers that their data are safe.
To date, there is minimal work done in the field of security of data as compared to traditional data storage. In order to alleviate these security fears, and to add a brick to cloud computing security research, we propose in this paper a new architecture to implement security. It is based on the creation of a virtual private network for ensure the security in the network and encrypt authentication before transferring in the cloud. This paper is organized as follows: Sect. 2 introduces cloud computing overview. In Sect. 3, we explain security and identification of threats, In Sect. 4, the related works is presented. In Sect. 5, we propose our framework. Finally, In Sect. 6, the conclusions of this work are presented.
Cloud Computing Overview
Then we present firstly an overview of cloud computing.
A. Types of cloud computing
Considering the installation of network infrastructure a cloud environment can be broadly categorized into three types-public cloud, private cloud and hybrid cloud [7] . (a) Public cloud: the service is provided by a third party via the internet. The physical infrastructure is owned and managed by the service provider. This cloud is less secure compared to other models [4] , since all applications and data are available to the public and accessible via the Internet. (b) Private cloud: it is a dedicated cloud that is managed internally or by a third-party and can be hosted generally on premises or even externally [5] . The physical infrastructure is exclusively used by one organization. This Cloud offer a higher degree of security since only users in the organization have access to the private cloud. (c) Community cloud: the physical infrastructure is controlled and shared by several organizations and is based on a community of interest [6] . (d) Hybrid cloud: combine two or more distinct cloud infrastructures. This cloud must be linked by a standard technology for data and applications portability.
B. Cloud Computing Service Architecture
Mainly, three types of services you can get from a cloud service provider [8] .
1. Infrastructure as a service-service provider bears all the cost of servers, networking equipment, storage, and back-ups. You just have to pay to take the computing service. And the users build their own application softwares. Amazon EC2 is a great example of this type of service. 2. Platform as a service-service provider only provide platform or a stack of solutions for your users. It helps users saving investment on hardware and software. 3. Software as a service-service provider will give your users the service of using their software, especially any type of applications software ( Fig. 1 ).
C. The main characteristics of Cloud computing are [6] : (a) On-demand self-service: users can access and control their services automatically without the intervention of the service provider [6] . 
Security Identification of Treats
Cloud computing due to its architectural design and characteristics imposes a number of security benefits, which include centralization of security, data and process segmentation, redundancy and high availability [7] .
A. Information Security Security in general, is related to the important aspects of confidentiality, integrity and availability; they thus become building blocks to be used in designing secure systems. The basic security issues are: authentication, authorization, auditing, confidentiality and privacy, integrity, availability and non-repudiation [8, 9] :
Authentication Authentication is the process by which a user or other entity's identity is verified. Authorization Authorization is the process that ensures that an entity has the right credentials to access certain resources or to perform a requested task. This decision is made after authenticating the identity in question. And each entity has a specific level of authorization.
Confidentiality and privacy
Confidentiality refers to only authorized parties or systems having the ability to access protected data. The threat of data compromise increases in the cloud, due to the increased number of parties, devices and applications involved, that leads to an increase in the number of points of access.
Integrity
Data Integrity refers to protecting data from unauthorized deletion, modification or fabrication. Managing an entity's admittance and rights to specific enterprise resources ensures that valuable data and services are not abused, misappropriated or stolen. By preventing unauthorized access, organizations can achieve greater confidence in data and system integrity.
Non-repudiation
Non-repudiation is the ability to limit entities from refuting that a legitimate transaction took place, and to ensure that it has not been changed by a malicious entity.
Availability
Availability refers to the property of a system being accessible and usable upon demand by an authorized entity. System availability includes a systems ability to carry on operations even when some authorities misbehave. The system must have the ability to continue operations even in the possibility of a security breach.
Auditing
Is a process of recording of the performed tasks and collecting information about user attempting access to a particular resource [8] .
B. Cloud Computing Threats
Before deciding to migrate to the cloud, we have to look at the cloud security vulnerabilities and threats to determine whether the cloud service is worth the risk due to the many advantages it provides [10] . 
Related Works
There are a number of work concerning the security, the privacy and the authentication of companies data in the cloud computing.
In [8] , the privacy information is encrypted using symmetric encryption algorithm with encryption keys, which are generated from an encryption tree. And then the secret keys are encrypted using public key cryptosystem to send them to receivers. Receivers are able to decrypt the privacy information correctly. However, the cloud storage provider and any illegal users cannot read the privacy information. The analysis shows that the proposed system protects privacy efficiently with no extra storage consumptions.
In [11] , proposes a new framework which ensures the data security and integrity and focuses on the encryption and decryption approach facilitating the cloud user with data security assurance. The proposed solution talks about the increased security only but does not talk about the performance. The solution also includes the functioning of forensic virtual machine, malware detection and real time monitoring of the system.
In [12] , proposed key-policy attribute based encryption (KP-ABE) scheme where the data owner build the access structure in the user's key and cipher the data using a set of attributes. This scheme was able to achieve the fine grained access control while having more flexibility to control the user's privileges. One of the main problems of this scheme, is that the revocation process includes an update to all the keys of the users.
In [13] , Provides an overview of Common approaches to preserve confidentiality in e-Health Cloud. These approaches are classified into two categories:
Cryptographic approaches (based on encryption techniques) and non-cryptographic approaches (mainly use on access control). They also point out the advantages and disadvantages of each approach.
In [14] , this, the authors present a contribution to protecting the privacy of Web users. The objective of this work is to allow a client to query the search engine in a way to preserve privacy. This means that the search engine, which receives the request, or any opponent who listens to the network, cannot deduce the identity of the applicant (the user). The authors aim to generate false application (Fake query) that cannot be identified by the opponents (or engine research).
A major disadvantage is the introduction of irrelevant answers to protect the applications in this solution because they added noise to the search request to perform obfuscation (interference). This solution decreases the precision of the results and causes overload on the network.
Major concerns and issues in security have been discussed in the previous sections. It has been observed that, despite quality research on security data outsourcing and data services for almost a decade, existing approaches on database encryption, certification, digital signatures [12] , contractual agreements etc. have not gained much success in operations.
Our proposal framework be to create firstly, one network virtual deprived (VPN) between the customer and the provider of such goes out that the customer little to reach his space Cloud in a secure way. Secondly, using a symmetric cryptographic of data, can offer the efficiency of symmetric cryptography while maintaining the security.
A. Create a Virtual private network
In this step we create a virtual private network for ensure the security in the network and the data can be transferred in security.
When users try to connect to VPN client, it will prompt for user and password. After this information is entered and the user, click OK, the client will try to connect with a message, "contacting the security gateway" in the bottom status bar and the connection will timeout. When this happens it will prevent everyone from connecting with VPN client.
The connecting take around 30 s to attempt to connect to the security gateway. Sometimes they ask for a username and password and then fail, or on other times they will just fail directly.
The error message is always "Secure VPN Connection terminated locally by the client, On the other, there is no issue and the connect and prompt for authentication almost instantly (Fig. 2) .
The algorithm used to connect vpn customer:
Connect "vpncustomer" begin Time=0; Input ( user, password) User= information Password= ********* "contacting the security gate way" If time> 30 { "the connection is fail" Else Connecting succefuly; } End;
B. Access with authentication
When the connection will be establishes, the customer goes on the internet page and opens him on the address URL, Which is delivered by provider, when the page opens another user and password are required. The password is only encrypted by the first client, if another program or malicious program wants to access it, the system will find the passwords encrypt, what it will prevent it from accessing ( Fig. 3) . The algorithm used to decrypt data: Decryption with AES:
The encryption routine can be reversed and rearranged to produce a decryption algorithm. } By this solution only one user can be access to services and, it's better to encrypted all the data which will be transfer in the cloud, it sets a lot of time.
There are many traditional countermeasures to mitigate security and authentication issues. Indeed cloud environment is widely distributed, highly dynamic and more threaten by attacks. Therefore, these countermeasures must be improved or changed to work effectively in this type of environment. This paper discussed cloud computing characteristics and focused on the security issues, which can be solved by our prototype of authentication. Further research could be realized to improve and to extend the present work by including and resolving the interoperability issues in the cloud.
